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A B S T R A C T

Blockchain technology in conjunction with artificial intelligence (AI) is transforming smart healthcare systems, by 

providing enhanced data security, interoperability, and transparency. Integration of AI along with blockchain into 

smart healthcare systems offers numerous benefits, including supporting decision-making processes, reducing ad­

ministrative burdens, improving coordination of patient care and automated, trust-based execution of healthcare 

agreements. This study presents applications of AI-based blockchain technology in the field of smart healthcare 

and analyzes the state of affairs, highlights the key issues, and identifies perspectives to strengthen the reliability 

and trustworthiness of future medical systems. The study uses a structured framework to analyze the effective­

ness of blockchain in healthcare by contrasting its advantages and disadvantages. Blockchain systems benefit 

healthcare by improving data security, streamlining data processing, ensuring trust, facilitating telemedicine and 

remote monitoring, and enabling efficient consent management, automated workflows and medication trace­

ability. In this context, the study introduces a conceptual model namely the trust–automation–interoperability 

(TAI) synergy framework to guide the design, analysis, and deployment of AI-enabled blockchain solutions for 

smart healthcare aiming to achieve a sustainable digital health ecosystem by strengthening three fundamental 

dimensions: trust, automation, and interoperability. However, challenges such as scalability, interoperability, 

legal ambiguities, security concerns, user experience, acceptance barriers, long-term data storage, connectivity 

issues, discrepancies between data formats, user identity management, and cost considerations emphasize the 

importance of strong solutions.

1 . Introduction

The rapid advancements in modern technologies such as internet 

of things (IoT), machine learning (ML), artificial intelligence (AI), and 

blockchain are reshaping the healthcare industry [1–3]. Blockchain 

technology, which was originally developed for cryptocurrencies, is rev­

olutionizing healthcare systems by providing security, interoperability, 

and transparency [4–6]. Blockchain technology has the potential to be 

used in each decision- making process of healthcare systems to securely 

store and distribute medical information, improve interoperability, and 

enable decentralized and transparent patient data management [7]. By 

2030, it is anticipated that the worldwide medical cloud computing 

market will reach a value of $197.45 billion [8]. Blockchain system is 

predicted to save up to $150 billion annually in counterfeit drug costs 

by 2025 [9].
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Decision- making process of the traditional healthcare organizations 

faces several challenges, including fragmented medical records, lack of 

interoperability among healthcare providers, permanent storage of sen­

sitive data, inability to guarantee data accuracy, vulnerability to data 

linkage attacks that can compromise patient privacy, and prevention 

of illegal drug use [10]. Blockchain technology can help address these 

challenges by providing a decentralized and secure platform for storing 

and exchanging patient data between different healthcare providers and 

ensuring interoperability through defined data formats and smart con­

tracts [11]. By tracing the origin of medicines, ensuring authenticity, 

and reducing the incidence of counterfeit drugs, blockchain can further 

increase transparency in the drug supply chain [12].

Many healthcare systems are centralized control systems where ac­

cess to information is granted by third parties, such as the government or 

professionals who require previous records. Patients may have multiple 

consultants who require information about the patient’s medical history. 

This increases the likelihood that information will be leaked, which can 

have serious consequences for the patient’s privacy and the system’s 

reputation. Blockchain technology can protect against such situations 

and is helpful in explaining previous examinations and procedures [13]. 

Blockchain provides an option for smart contracts and focuses on multi­

ple elements within the contracting process that facilitate understanding 

of contract terms [10]. Furthermore, it protects and manages data across 

all participants and creates an integrated health record that can be 

accessed globally by physicians, practitioners, pharmacists and other 

stakeholders who can manage the patient’s health [14].

The blockchain paradigm has transformed the healthcare industry 

by bringing significant advancements such as e-health, prescription 

medication data, and insurance information [15]. These technologies 

can reduce the need for routine hospital visits, and home connec­

tions can help prevent hospitalizations or readmissions [9]. It facilitates 

access to disease symptoms and diagnoses for providing immediate 

treatments to patients provides control over problematic situations and 

notifies doctors to view previous information about the patient [16]. 

Blockchain technology can eliminate counterfeit drugs protect patients 

from taking ineffective drugs, keep digital records, and ensure the qual­

ity of medicines [17]. The Gcoin blockchain system [18] plays a key 

role in healthcare as it helps with drug transactions and increases

transparency.

Furthermore, blockchain technology also enables medical devices 

to make a proper assessment through trigger messages and diagnoses 

before the situation becomes dangerous. The sensors installed in the var­

ious devices of the patients help to collect information and send it to the 

physician for analysis. These systems have led to continuous innovations 

in the healthcare industry. Blockchain based data preservation system 

[19] could provide a storage solution that guarantees originality and 

verifiability to users. This provides an additional feature of notification 

when there is an attempt at tampering [13]. The security of blockchain 

can prove the accuracy, security, and privacy of healthcare systems and 

the critical points in the system [20].

A healthcare system that is distributed across different medical facil­

ities makes it challenging to access the private information of patients 

[9]. A typical organization of a smart healthcare system is shown in 

Fig. 1. A blockchain-based smart healthcare system (SHS) is a secure 

and decentralized platform that uses blockchain technology to enable 

the safe storage and exchange of patient medical records and data 

across several healthcare providers. SHS maintains data integrity and 

interoperability, improves patient privacy, and promotes efficient and 

transparent healthcare services using smart contracts and decentralized 

consensus methods [21,22]. It offers several key advantages, as it pro­

vides an immutable platform for storing and sharing medical records 

and patient data.

In artificial intelligence (AI), the integration of blockchain technol­

ogy appears to be a decisive factor in changing the landscape of data 

Local gateways

Patient monitoring site 2

Remote monitoring

Patient monitoring site 1

Fig. 1. A typical organization of smart healthcare architecture.

management, security, and usage. At its core, blockchain provides a de­

centralized, immutable data set that serves as the basis for creating trust 

and transparency in digital transactions [23]. In combination with AI 

systems, blockchain not only ensures the integrity and confidentiality 

of large data sets but also strengthens the reliability and verifiability of 

AI algorithms and their conclusions. This synergistic combination of AI 

and blockchain has enormous potential to revolutionize a wide range of 

industries by providing AI applications with reliable data sources, faster 

transactions, and strengthened security standards [24,25]. Companies 

are able to unlock unprecedented innovation opportunities and man­

age risks by leveraging the combined strengths of AI and blockchain

[26,27].

This study explores the potential of blockchain technology in the 

healthcare sector, as well as the opportunities and challenges, through 

an examination of the existing literature. The study aims to assess the 

challenges associated with the implementation of blockchain technol­

ogy in the healthcare industry. It also aims to identify the barriers to 

the adoption of the technology and ways to overcome them. It high­

lights previous literature and extracts key information to understand the 

outcomes of SHS and blockchain implementation. The study concludes 

that interoperability between healthcare organizations is very important 

for health information, patient identification, data access authorization, 

and health data management. The key motivations and objectives of the 

study are mentioned in the following.

1. To provide an in-depth discussion of blockchain features and their 

benefits in the smart healthcare system based on 50+ recent 

studies from 2019–2025.

2. To discover opportunities offered by blockchain systems in the 

smart healthcare industry.

3. To discuss challenges that prevent the effective and efficient appli­

cation of blockchain technology in smart healthcare systems and 

to present future recommendations.

4. To propose a conceptual model, namely Trust–Automation–

Interoperability (TAI) Framework, intended to guide the design, 

analysis, and deployment of AI-enabled blockchain solutions for 

smart healthcare.

Rest of the article is organized as follows. Background terms and 

technologies related to the blockchain enabled smart healthcare system 

and implementation details of blockchain technology in smart health­

care systems are described in Section 2. The detailed discussion and 
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critical analysis of state-of-the-art literature are presented in Section 3. 

Opportunities and research challenges of blockchain implementation in 

smart healthcare systems are discussed in Section 4. Our proposed trust-

automation-interoperability (TAI) synergy framework is elaborated in 

Section 5. Brief limitations of the study are presented in Section 6, 

whereas Section 7 concludes this study. At the end, Section 8 highlights 

the future implications.

2 . Preliminaries and implementation of blockchain technology in 

smart healthcare

2.1 . Preliminaries

To provide a solid foundation for the discussion, this section 

introduces key concepts, terminology, and technologies underlying 

blockchain-enabled smart healthcare systems. Understanding these pre­

liminaries is essential for appreciating the implementation strategies 

discussed in the subsequent section.

2.1.1 . Blockchain technology

Blockchain technology is a distributed ledger system that records and 

verifies transactions over a network of computers (nodes) [28,29]. When 

a new transaction is created, it is combined with existing transactions 

to form a block. The network’s nodes collaborate to authenticate the 

transaction’s validity and integrity using complex cryptographic tech­

niques before adding the block to the chain. After reaching consensus, 

the block is added to the chain in chronological sequence, becoming 

a permanent part of the blockchain. Each succeeding block has a dis­

tinct cryptographic reference to the prior block, resulting in an unbroken 

chain of transactions. Because the blockchain is distributed among sev­

eral nodes, it ensures transparency, immutability, and security, making 

it impervious to manipulation and serving as a reliable foundation for 

various applications [13].

Blockchain technology is capable of reducing expenses, improving 

overall healthcare delivery, and making it efficient. The blockchain tech­

nology is used to securely encrypt patient data to control the outbreak of 

dangerous diseases. Blockchain is a decentralized, immutable database 

that facilitates asset tracking and transaction recording in an enterprise 

network [30]. A blockchain system consists of an extended collection 

of documents called blocks. The blocks are securely linked through en­

cryption. They also consist of transaction information, a timestamp, and 

a cryptographic hash of the previous block. In addition, the timestamp 

records the transaction data at a particular point in time [31]. The blocks 

form a chain that is interdependent and contains information that is then 

transmitted and recorded.

2.1.2 . Decentralization

Unique features and prospective advantages of blockchain technol­

ogy are largely defined by the concept of decentralization, which is a 

fundamental component of the blockchain technology. Decentralization 

is the practice of distributing power, authority, and decision making 

throughout a network of participants (nodes) as opposed to keeping 

them concentrated in the hands of a single central body or authority. 

With decentralization, there are multiple entities that control data, in­

crease security, and prevent unauthorized tampering [32]. Blockchain 

technology is decentralized in terms of its data replication and storage, 

intermediary disruption, decentralized network, open access, consensus 

mechanisms, censorship resistance and ownership. Although decentral­

ization offers several advantages, it also has drawbacks, including issues 

with scalability, energy consumption, and governance [33].

2.1.3 . Smart healthcare system

The smart healthcare system using blockchain technology enables 

secure and efficient sharing of patient data with various healthcare pro­

fessionals. Blockchain technology ensures data integrity and privacy to 

maintain control over health data and grants access to authorized health­

care professionals. The smart healthcare system is able to improve the 

transparency and reliability of clinical trials by verifying and securely 

recording study data and ensuring the authenticity of results [34,35]. 

Supply chain management is also managed by the smart healthcare sys­

tem to improve traceability and transparency of pharmaceutical supply 

chains. It provides better insight by enabling real-time tracking of medi­

cal products from the pharmaceutical industry to the patient, improving 

patient safety and regulatory compliance [36].

2.2 . Implementation details of blockchain technology in smart healthcare

Building on the foundational concepts, this subsection explores how 

blockchain technology is implemented in smart healthcare systems, 

highlighting practical architectures, workflows, and integration with AI 

for enhanced security and efficiency.

2.2.1 . Data management

At the heart of the smart healthcare system is patient data, which 

is available to professionals in real time to review and analyze the 

available data [37]. Blockchain technology includes wearable devices 

to capture such patient-specific data. Healthcare data is characterized 

by high volume, heterogeneity, and velocity, and since patient data is 

highly personal, its privacy must be ensured [4,38,39].

• Data collection and storage: Data collection and storage are cru­

cial for the accuracy and integrity of a smart healthcare system. In 

the consensus algorithm of a Blockchain system, participants agree 

on the validity of transactions or data entries. It also simplifies the 

process of audits and regular data validation to ensure data qual­

ity within blockchain technology [14]. Researchers of [4], have 

discussed the use in blockchain technology for data collection and 

storage. Data is stored in blocks, which consist of a set of informa­

tion that is subsequently transmitted from one block to another. The 

information transmitted is of great importance to the other parties. 

For example, the pharmacist needs a diagnosis from the doctor and 

a prescription.

Another study [16], highlighted the use of IoT for data collec­

tion and storage in blockchain blocks. The study mentioned that 

patient-centric data is highly sensitive and it is secured with the 

help of encryption. Challenges associated with data collection and 

storage for a blockchain-based healthcare system include the non-

uniformity of patient data, the heterogeneity of variables, and the 

need for real-time data analysis [38]. Such challenges may lead to 

the inaccessibility of useful data and ineffective diagnosis of diseases 

[40].

• Data sharing: Data sharing is critical in a blockchain-based health­

care system to allow authorized healthcare providers safe and re­

liable access to the patient information. In [41] authors explained 

the potential sharing of data through blockchain technology and 

various cases are described where it has proven to be very useful. 

Physicians are able to connect with other consultants to gain access 

to medical records and support, even if the patient is unable to visit 

the clinic. Doctors are able to identify the previous diagnosis and 

perform various other tests or treatments based on the judgments. 

In [31], the researchers explained the lessons learned from using 

blockchain technology to improve data sharing during the pandemic. 

The COVID-19 cases were monitored through real-time data shar­

ing in different countries. Health systems using blockchain benefited 

from data sharing capabilities like the research and development 

team.

The study in [42] discussed cases of transparent data shar­

ing among various government agencies, including healthcare. The 

study highlights the potential of blockchain and data privacy. The 

study explains that the shared data is considered important to 

make better decisions when patients and their diseases are delayed. 

A study [43] mentioned the Blockchain-based solution enhancing 

the security of healthcare documents in IoT-enabled digital health­

care ecosystems (EHDHE). The study explained the mechanism 
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of blockchain and the way it exchanges data. Privacy, integrity, 

and access control issues are addressed in the transfer of sensitive 

information.

In addition, Hajian et al. [44] discussed blockchain-based in­

formation sharing systems in electronic health records. It helps in 

facilitating and securing efficient data sharing among various stake­

holders in healthcare. The authors emphasize that blockchain tech­

nology helps to improve information flow and increase trust in the 

healthcare system. The research in [18] presents blockchain-based 

privacy solutions for IoT-enabled healthcare systems. Encryption 

of data at each step of data exchange enables high security. The 

framework enables secure and privacy-friendly data exchange to en­

hance trust among participants involved in the blockchain healthcare 

system. Data sharing is also discussed in [45,46], where the trans­

formative capabilities of blockchain technology are highlighted. It 

improves business process innovation and enables data sharing and 

security. An innovative approach is possible when information is 

shared, and there is continuous improvement in healthcare work. 

Whether it’s medical devices or new drugs, innovation is possible 

through data sharing.

• Data interoperability: Interoperability is defined as a mechanism to 

optimize and standardize the quality of a healthcare system [32]. 

Interoperability in healthcare is critical because there are multi­

ple sources of patient-related information, such as patient history, 

medical examination results, data from wearable IoT devices and 

genomic data. Blockchain technology is capable of improving the 

data exchange system and solving the interoperability problem in the 

healthcare industry. In blockchain technology, patients are marked 

as hash ID which are unique identifiers. The ID can be unique and 

help protect user privacy. Patients would have the right to share 

their decryption key, which contains their data and medical infor­

mation. The process increases security and privacy and creates a 

patient-centered system [13]. Blockchain technology can help in data 

sharing and comprehensive medical records.

The healthcare system needs to be interoperable so that patients’ 

medical records can be shared for assessments and better decision 

making [17]. Electronic health record (EHR) exchange must be com­

prehensive because inefficiencies in the system may cause problems. 

The study [17] highlighted two challenges that may arise from inef­

ficient interoperability, namely difficulty in identifying patients, and 

information blockage when healthcare providers inappropriately re­

strict the exchange of patient data or electronic health records [47]. 

The study further stated that there is a lack of recognized patient 

identifiers and various information blocking practices have dis­

torted the entire healthcare system. The study in [20] recommended 

improving the flow of innovation in healthcare to enable remote 

monitoring and telemedicine for physicians around the world.

• Data security issues: Several healthcare organizations store valuable 

information in a central location that is vulnerable to cyberattacks. 

These organizations have minimal protection for detailed patient 

data [48]. Each year, organizations spend millions of dollars to 

protect their data and improve their security systems. There have 

been several reports of fraud and cyberattacks where data has been 

corrupted or used for various illegal activities. Therefore, security 

will always be a risk in online processes. In the case of health­

care, patients have almost all of their information on credit cards, 

insurance information, medical reports, payment plans, and appoint­

ments. Access to these records could cause great harm not only to the 

patient but to the entire system [49].

Authors of [50] explored the future possibilities of blockchain 

platforms for industrial healthcare. The study stated that the benefits 

of blockchain technology are to improve the security, privacy, and 

efficiency of healthcare systems. It highlighted the areas such as med­

ical records, patient consent, drug supply chain and medical device 

tracking. Challenges related to regulatory compliance and integra­

tion with existing healthcare systems are also highlighted. Content 

analysis of blockchain data management is summarized in Table 1.

2.2.2 . Enabling technologies for blockchain-based smart healthcare

Enabling technologies help the ideas come into existence. In the fol­

lowing subsection enabling technologies for blockchain enabled smart 

healthcare systems are discussed.

• Internet of Things: Internet of things devices are the basic data 

sources to generate patient-specific health data. In smart healthcare, 

blockchain and IoT may be used to provide a safe and efficient envi­

ronment for storing patient data, monitoring health parameters, and 

enhancing healthcare services. Wearable health trackers, remote pa­

tient monitoring sensors, and medical equipment are examples of 

IoT devices that create real-time data that can be safely stored on a 

Table 1 

Content analysis of blockchain data management.

Ref. Year Study & methodology Benefits Challenges

[41] 2019 Literature review Increased security and improved efficiency in government 

services.

Scalability problem and interoperability 

issues

[4] 2020 Case Study Opportunities in healthcare systems for research and discover­

ing ways for treatments, enhanced security and privacy, data 

integrity

Challenges in adoption in different 

healthcare mechanisms and problems in 

scalability

[14] 2020 Literature review Improved patient care, increased data sharing, and enhanced 

transparency and trust

Regulatory and legal challenges with 

technical complexities

[16] 2020 IoT cases with Blockchain Improved security and privacy, interoperability, and tamper 

proof records

Mechanisms problem for consensus

[17] 2020 Literature review Enhanced data security, efficient, efficient healthcare system 

and enhanced patient privacy

Technical problems while implement­

ing, expensive updates and scalability 

limitations

[31] 2020 Report analysis High security and enhanced performance of healthcare staff Challenges of interoperability and 

integration complexities

[50] 2020 Case study Improved patient care, increased data sharing, and enhanced 

transparency and trust.

Regulatory and legal challenges with 

technical complexities.

[47] 2020 System analysis of the pharmaceuti­

cal company

Build the credibility of medicines from manufacturing to the 

end user

Higher cost and interoperability

[51] 2021 Remote monitoring to elderly persons Long operating times, resilience to network problems, security Latency and higher cost

[44] 2022 Literature review Enhanced information sharing, improved security Adoption challenge and integration 

complexity

[45] 2022 Comparative analysis of systems Business process innovation, enhanced efficiency and 

improved security

Integration challenges and technical 

complexities

[18] 2023 Analysis for privacy Privacy preservation and improved security Integration & scalability challenges

[43] 2023 Comparative analysis of systems Enhanced information sharing, improved security Scalability & adoption challenges
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blockchain [4,52]. As a result, blockchain secures the data’s integrity 

and immutability, prohibiting illegal access and alteration of patient 

data.

Blockchain and IoT enable decentralized and patient-centric 

health data management. Patients have complete control over their 

medical information and may choose which healthcare profession­

als have access to specific data, ensuring privacy and consent-driven 

data sharing. Interoperability standards enable easy communication 

between various IoT devices and healthcare systems, resulting in the 

creation of a complete and linked healthcare network. This integra­

tion of blockchain and IoT in smart healthcare has the potential to 

transform healthcare delivery, improve data accuracy, improve pa­

tient outcomes, and drive medical research and innovation [53,54]. 

Furthermore, IoT also works with blockchain to facilitate the inte­

gration of medical devices, which enables real-time monitoring and 

provides remote access to telemedicine and extends its reach.

• Big Data Analytics: Blockchain and big data may be used to build 

a safe and scalable infrastructure for managing massive volumes 

of patient data in smart healthcare. Big data analytic can handle 

and analyze massive amounts of healthcare data provided by IoT 

devices, electronic health records, and other sources, yielding sig­

nificant insights for individualized therapies, illness prediction, and 

population health management [55,56]. This sensitive patient data 

may be securely maintained using blockchain technology, assuring 

data integrity, privacy, and transparent access control.

In Kamble et al. [38], the authors explained the need to integrate 

blockchain with big data analytic. This means that both technolo­

gies must be used simultaneously to create information that can be 

evaluated by physicians and all other members of the Blockchain 

system. Big data analytic shares the information about consumer be­

havior with multiple stockholders. In addition, Big Data analytics 

and blockchain together can create and transform data in real time 

and eliminate the risk of commercialization.

• Artificial Intelligence: Artificial Intelligence, in conjunction with 

blockchain technology, facilitates the advanced diagnosis, produc­

tion of personalized medications, and predictive analysis in smart 

healthcare systems [19]. Consequently, AI helps improve patient 

health. Enabling technologies work together to create patient-

centered care that can deliver healthcare to every corner of the 

world. The use of AI in healthcare helps make better decisions and 

analyze the external and internal environment. During the pandemic 

of COVID-19, such technologies helped to monitor patient informa­

tion and refer infected patients directly to isolation. Organizations 

are encouraged to use such advanced technologies by leveraging 

digital platforms and mobile applications.

AI significantly enhances blockchain security by introducing in­

telligent monitoring and early-warning capabilities that go beyond 

traditional rule-based checks. Machine-learning models can rapidly 

analyze transactions and network behavior to identify anomalies 

such as double-spending attempts, Sybil attacks, or unusual node 

activity. AI also contributes to safer smart-contract deployment by 

detecting logical flaws and potential vulnerabilities in the code. 

In healthcare settings, where data sensitivity and system reliability 

are critical, AI supports real-time threat detection, device behavior 

analysis, and more adaptive access-control decisions. Collectively, 

these capabilities make blockchain systems more resilient and better 

equipped to respond to evolving security challenges.

Fig. 2 presents a high-level view of how artificial intelligence and 

blockchain work together within a smart healthcare system. Data 

generated from patients, such as electronic health records, wearable 

and internet of medical things (IoMT) devices, laboratory results, and 

clinical reports, is first gathered and organized through a data ac­

quisition and integration layer. This prepared data is then analyzed 

by the AI/ML layer to support tasks such as risk prediction, early 

warnings, diagnosis support, and personalized care recommenda­

tions, with explanations provided to assist clinical decision-making. 

Fig. 2. AI–blockchain integration enabling trusted data sharing and actionable 

healthcare insights.

Running alongside this process, the blockchain layer acts as a founda­

tion of trust by managing patient consent, maintaining tamper-proof 

audit trails, and coordinating automated workflows through smart 

contracts. By combining intelligent analytics with secure data gov­

ernance, the model enables reliable decision-making and smooth 

collaboration among healthcare stakeholders, including clinicians, 

hospitals, insurers, and telemedicine services.

• Data Security in Transforming the Healthcare Sector: The discus­

sion in [19] focuses on the change that technology has brought to 

the health sector. One important area is data security in the finan­

cial industry. The systems are decentralized and have an immutable 

ledger. Even though the system is highly encrypted and offers a high 

level of data protection, there are still concerns. Research has shown 

that continuous change and adoption of systems can improve data 

sharing and interoperability. Healthcare systems in developed coun­

tries allow seamless access to patient records and monitoring of their 

health. In addition, blockchain-based solutions reduce errors, reduce 

paperwork and claims processing, and increase efficiency.

• Smart Healthcare System in Weak Economies: Enabling technologies 

have not only changed the way healthcare works, but also the way 

the financial system works. When it comes to healthcare, finance is 

very different because there can be no compromise on the health 

of the patient. Blockchain technology has gained prominence due to 

its increased security. The financial situation in many countries is 

not as good as in developed economies. In low economic countries 

where healthcare is weak, sick people lose their lives due to lack of 

financial support [57], and the treatments that Blockchain offers can 

be beneficial for them as well.

• Supply Chain: In terms of supply chain, the blockchain system is 

being revolutionized in the healthcare industry [58]. Stakeholders 
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Fig. 3. Layered model of blockchain in smart healthcare.

can improve integrity and ensure the delivery of drugs and medi­

cal devices. SHS can help reduce problems related to medicines and 

improve the quality of care. Patients have more control over their 

health data by monitoring the supply chain system in the blockchain 

and can secure it for future use.

A layered model illustrating the implementation of blockchain tech­

nology in smart healthcare is presented in Fig. 3.

3 . Critical analysis of state-of-the-art literature

With the implementation details in mind, this section presents a 

critical analysis of recent studies, comparing different approaches, iden­

tifying their strengths and limitations, and evaluating their impact 

on healthcare applications. The most commonly observed strengths 

throughout the literature in Table 2 are data quality and privacy. A 

detailed discussion on the strengths of blockchain technology in smart 

healthcare systems can be divided into the following four main areas.

1. Data integrity

2. Organizational issues

3. Health data handling costs

4. Collaboration among pharmacists

3.1 . Data integrity

The study in [69] reported that there have been many incidents 

where power holders have forged medical test results, resulting in 

court cases in their favor. However, such cases are not highlighted 

in the studies. Therefore, the lack of information security is the fun­

damental problem that can be overcome by blockchain. Moreover, 

the authors of [73,75] discussed only the problems with the origi­

nality of the medicines. Many people who are less privileged do not 

receive original medicines, which leads to problems and sometimes 

death. Blockchain technology has helped many people authenticate 

medications at every step so that everyone has access to the actual

medication.

Many healthcare organizations, such as community health systems 

in the United States, have fallen victim to digital crimes due to a fail­

ure to ensure cybersecurity [49]. Many healthcare systems use manual 

methods to access digital medical records. This system is outdated and 

can be altered with fraudulent intent. The study in [38] explains that 

medical records can also be lost due to disruptions or natural disasters. 

Blockchain technology eliminates the risk of data theft or mishandling 

of stored data. The damage caused by a natural disaster to a medical 

facility is avoided because the data is available in multiple locations 

and there is no central point of failure. Therefore, blockchain technol­

ogy in a smart healthcare system is an effective means to ensure data

integrity.

3.2 . Organizational issues

Data in medical data centers and insurance carriers are fragmented in 

several areas [58,94–96]. Similar comments were made by the authors 

of [33] where they reported that insurance companies and healthcare 

institutions pursue their own interests and manipulate data. In [34], the 

authors mentioned that blockchain is excellent for collecting patients’ 

medical history, creating contracts, and preserving all previously stored 

data to exclude people’s involvement. So, if a diabetic patient suffers an 

accident, doctors and practitioners would have his medical history and 

could immediately seek advice from the pharmacist and physicians. This 

is possible if the data are kept up-to-date, traceable, and tamper-proof 

[64]. A counter-argument in [73] explains that data can be accurate if it 

is frequently updated or real-time assessments are implemented within 

blockchain technology.

Data quality and protection are considered critical in healthcare 

systems as they directly impact patient privacy and overall data in­

tegrity [97,98]. Blockchain technology has proven to be an effective 

solution as it improves security, data sharing, and trust. In [43], the 

author explained that the shared information about the patient can 

be used in various ways by leveraging the immutability and decen­

tralization of the blockchain. Also in [71], it is pointed out that the 

information sharing systems in electronic health records improve data 

quality, build trust among stakeholders, and enable secure information 

exchange. In addition, Fusco et al. [31] highlighted that data qual­

ity can improve nurse management scenarios through a collaborative

environment.

3.3 . Health data handling costs

The costs associated with blockchain technology are a major concern 

in the healthcare industry. The transfer of patient data from the exist­

ing system to the blockchain system is a point of concern. The reason is 

the higher number of entries that need to be added to the system, and 

the medical record is divided into different departments [38]. Authors 

of [48] have mentioned that the patient who was once under medical 

treatment does not need to have a record and can be considered as a new 

patient at the next visit. Such strategy would help reduce the data han­

dling cost however the administration and physician would not be able 

to see the patient history. It can be very costly to enter the past years’ 

medical records into the system to better monitor the patient’s current 

situation. Therefore, it is pointed out in [33,47,63,67] that capturing 

patient information in a manual system is time-consuming and costly. 

The person receiving the data must manually feed it into the system to 

be forwarded to the appropriate person.
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Table 2 

Comparative analysis of existing literature.

Ref. Year Study & methodology Benefits Challenges

[10] 2019 Computing activity analysis Decentralization of information and access during high alerts Scalability issues

[19] 2019 Preferred reporting items 

for systematic reviews and 

meta-analysis (PRISMA)

Data protection is strong. Scalability, latency and interoperability

[33] 2019 Real-time patient information Safety and privacy, diagnostic precision, efficient therapies Response time, heterogeneous data

[38] 2019 Literature review analysis 

databases within the ISI Web 

of Science

Improved quality of life, disease diagnosis, treatment, and 

healthcare service delivery system

Non-uniform data, large number of variables, 

and need for real-time data analysis

[48] 2019 Research article Usage of health care for purchasing original products High cost

[59] 2019 Patient-centered model Improved patient care, increased data sharing, and enhanced 

security and privacy of patient data

Heterogeneity and scalability issue

[60] 2019 Literature review Increased security and improved efficiency in healthcare industry Technical challenges and legal complexities

[61] 2019 Literature review High security and enhanced performance of healthcare staff Less control over data

[13] 2020 Healthcare supply chain case 

study

Detailed discussion on data transparency, security and integrity Massive data generation in supply chain

[15] 2020 Comparative analysis Literature review on data security and integrity Scalability and interoperability issues

[58] 2020 Access to the patient data Management of patient groups, gathering data in real-time, and 

alert for emergencies

Data breach and security concerns

[62] 2020 Survey for attacks and 

security issues

Enhanced data security, efficient healthcare system and enhanced 

patient privacy

Scalability problem and interoperability issues

[63] 2020 Analyzing a company system Transactions are validated, and authenticity is sealed until the 

material is encrypted, digitally signed, and saved

Costly as some parts do not integrate with same 

system

[64] 2020 Systematic review on 

overview of Blockchain,

Data security, storage, and payments through smart contracts. 

Store and retrieve the reports and prescriptions anytime

Complexity in scalability

[65] 2020 Study on patient feedback 

analysis

Timely support, and immediate responses Inaccessible when traveling to different parts of 

the world

[66] 2021 Literature review Focused on data security, privacy and efficiency of healthcare 

system

Scalability problem and interoperability issues

[67] 2021 Literature review Information is authentic and legitimate and preserves users’ 

privacy

Data handling and processing

[68] 2021 Systematic review Telecare medicine information system and e-health Challenges include data sharing, clinical trials 

and big data

[30] 2021 Analysis of database 

management system

Scalability, data processing, data security and interoperability Adoption challenge and integration complexity

[69] 2021 Interoperability analysis of 

control groups

Improved patient care, increased data sharing, and enhanced 

transparency and trust

challenges of interoperability and integration 

complexities

[70] 2021 Comparative analysis Increased security and improved efficiency in government 

services

Regulatory and legal challenges with technical 

complexities

[71] 2021 Systematic literature review Blockchain-based e-healthcare ecosystems Cyber crime, medical diagnostics and policy 

making

[72] 2021 Analysis of electronic records High security and enhanced performance of healthcare staff Integration complexity

[73] 2022 Used medical data and cases 

for investigation

Direct access to data for patients and a more robust data-sharing 

infrastructure.

Privacy, security, and full ecosystem 

interoperability

[74] 2022 Review article Enhanced data sharing and data integrity Technical challenges and legal complexities

[75] 2023 Survey Better patient management Problems in real time response and data 

encryption

[76] 2023 System analysis Improved security and privacy, efficient learning systems and 

enhanced collaboration

Scalability limitations

[77] 2023 Survey Security in healthcare systems and enhanced privacy is focused Big medical data and its storage

[78] 2023 Analysis of health records Interoperability of healthcare records, improved patient care Adoption complexity, lack of technical support

[79] 2023 Systematic analysis of e-

health system

Privacy-preserving control, enhanced security and improved 

healthcare

Scalability and interoperability

[27] 2024 Review article Application, benefits and challenges of blockchain technology in 

healthcare

Regulatory hurdles, energy consumption, 

interoperability and scalability

[80] 2024 Traditional blockchain-

related attacks in healthcare

Security vulnerabilities related to medicine traceability and 

records management are handled

Data storage and adoption complexities

[81] 2024 Topical review Blockchain technology with IoT healthcare Big IoT generated medical data storage

[82] 2024 Review article Applications, solutions and performance issues of blockchain in 

healthcare

Cross-border data transfer, Throughput, 

scalability, interoperability and energy 

consumption

[83] 2024 Survey paper Integration of blockchain and cloud computing in healthcare Communication latency and data heterogeneity

[84] 2024 Research Article Application of blockchain technology in IoT disciplines related to 

healthcare

Blockchain integration with latest technologies

[85] 2025 Survey paper Blockchain and Generative AI Scalability, privacy, energy consumption

[86] 2025 Survey paper Blockchain technology and AI for EHRs Interoperability, user interface complexities 

and data security

[87] 2025 Research article Blockchain-distributed ledger technology and explainable 

artificial intelligence

Privacy protection, optimization, bias-

mitigation

[88] 2025 Survey paper Integration of AI and blockchain Seamless interoperability, cost reduction, AI-

Blockchain convergence

[89] 2025 Systematic Literature Review Convergence of decentralized artificial intelligence, blockchain 

technology, and smart contracts

Trustworthiness, incentive alignment, 

transparency, accountability

[90] 2025 Research paper Healthcare decision-making using blockchain and AI Interoperability and scalability

[91] 2025 Research paper Binary spring search technique for IoMT using blockchain and AI Big IoT generated medical data storage

[92] 2025 Research paper AI integrated blockchain in healthcare supply chain using F-AHP Scalability, heterogeneity of data, evidence-

based treatments

[93] 2025 Research paper EffiIncepNet, an ensemble deep learning network, for health data 

categorization and blockchain security

Scalability, energy consumption, IoMT data 

processing and storage

Computer Science Review 60 (2026) 100909 

7 



Y. Zhang, S.M. Mohsin, H. Mujlid et al.

Fig. 4. Opportunities and challenges of blockchain technology in smart health­

care system.

Economies with small populations can easily handle their blockchain 

technology based smart healthcare systems as compared to the coun­

tries with large populations. If economies are able to manage their 

blockchain systems, blockchain technology can massively reduce admin­

istrative costs [44]. The records are secured in the smart contracts as 

digital fingerprints. Moreover, Myrzashova et al. [76] explained that 

the records are not only stored with credibility, but are secured at 

every level by identity verification and authentication of all partici­

pants and uniform authorization patterns [99]. Thus, once a manage­

able technology emerges, it can reduce the cost of smart healthcare

systems.

3.4 . Collaboration among pharmacists

Pharmacists can collaborate with patients and provide health care 

professionals with tools for interaction and individualized medical ad­

vice. Pharmacists can access comprehensive medical records and patient 

medication history, helping them make informed decisions. Real-time 

information available through the blockchain system provides valuable 

insights into patients’ allergies, past side effects, and medical pref­

erences [47]. Blockchain technology also facilitates knowledge and 

financial management for healthcare facilities. It reduces the envi­

ronmental impact and minimizes the cost and time required for data 

transformation.

4 . Opportunities and challenges

Following the critical review, this section examines the opportuni­

ties and challenges associated with deploying AI-enabled blockchain in 

smart healthcare, providing insights into research gaps and areas requir­

ing further development. These opportunities and challenges present 

significant obstacles that must be carefully addressed in order to fully 

leverage the technology. A graphical representation of the opportunities 

and challenges of blockchain technology in smart health systems can be 

seen in Fig. 4. Details of each point are provided in the later part of this 

section.

4.1 . Opportunities

When integrated into a smart healthcare system, blockchain technol­

ogy offers a wide range of exciting possibilities. Its potential impact on 

healthcare ranges from promoting patient-centered care to improving 

data security. In this subsection, the study explores the key prospects 

that blockchain offers for the healthcare industry.

4.1.1 . Clinical trials and research

Handling clinical trial data can be made more efficient and secure 

with blockchain. By ensuring the accuracy and traceability of data, 

researchers can facilitate the review of trial results and accelerate the 

development of new treatments.

4.1.2 . Immutable medical records

When medical data is stored in a blockchain, it is immutable and re­

sistant to tampering. As a result, there are fewer errors and discrepancies 

in the accuracy and integrity of patient information over time.

4.1.3 . Interoperability

Interoperability of data between different healthcare providers, sys­

tems, and devices can be facilitated by blockchain. This allows patient 

data to be easily and securely shared between different healthcare orga­

nizations, improving care coordination and reducing duplicate tests and 

procedures.

4.1.4 . Telemedicine and remote monitoring

Blockchain can help telemedicine interactions and remote pa­

tient monitoring become more secure and private. Sensitive informa­

tion can be confidently exchanged between patients and healthcare

professionals.

4.1.5 . Patient-centric care

Blockchain enables patient-centric care by ensuring that medical 

records follow the patient, allowing medical professionals to make 

decisions based on the whole medical history of a patient.

4.1.6 . Healthcare research and analytics

Blockchain networks provide secure access to a massive database of 

anonymized patient data, allowing researchers to perform advanced an­

alytics and gain important insights into the patterns of diseases and the 

effectiveness of treatments.

4.1.7 . Streamlined billing and insurance

Blockchain can securely record and verify claims, which will stream­

line and automate the billing and insurance procedures. This can reduce 

administrative expenses and prevent erroneous claims.

4.1.8 . Reduced administrative costs

Blockchain’s automation and efficiency enhancements can reduce 

healthcare administration costs, which can then be allocated towards 

patient care and research.

4.1.9 . Patient empowerment

More control over their medical records can be given to patients, who 

can also grant or revoke access as necessary. Individuals are empow­

ered to actively engage in healthcare decisions and share their personal 

information with healthcare professionals of their choice.

4.1.10 . Data security and privacy

The security and privacy of healthcare data can be improved through 

blockchain. In order to reduce the risk of data breaches and unauthorized 

access, patient records, treatment histories, and personal information 

can be securely maintained and accessed only by authorized parties. 

Patients can exercise greater control over their health information by 

authorizing specific individuals or organizations to access it.

4.1.11 . Supply chain management

Pharmaceutical and medical device supply chains can be tracked via 

blockchain, ensuring product quality and authenticity. Patient safety is 

improved and the chance of fake pharmaceuticals entering the market 

is decreased.
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4.1.12 . Compliance and auditing

Healthcare organizations can use blockchain to help them stay in 

compliance with legal regulations like HIPAA in the US. The trans­

parency and effectiveness of auditing and reporting increase.

4.2 . Challenges

In addition to advantages, blockchain technology also has some lim­

itations. The main ones identified in the literature are security, privacy, 

scalability, interoperability, and lack of laws and policies. In addi­

tion, the risk of error, the complexity of the patient’s condition, and 

the structural design are the main problems of blockchain technology. 

For example, a weak or incorrect diagnosis is usually re-evaluated by 

physicians and recognized through experience. The technology cannot 

analyze the condition based on the severity [62]. The private keys are 

also vulnerable to security breaches due to the risk of being stolen 

or lost. In both cases, this would result in unauthorized individuals 

gaining access to the health data [10]. There are growing security con­

cerns regarding future technologies such as quantum computing that 

require encrypted access, which could lead to security issues. Even 

when an organization makes changes in technology and software up­

dates, they require access to the information, which can also lead to 

privacy breaches and security issues. A few prominent research chal­

lenges of blockchain enabled smart healthcare systems are discussed in 

this section.

4.2.1 . Interoperability

Interoperability in blockchain based healthcare systems is not limited 

to sending information, but also includes sending reports to all pro­

fessionals to efficiently search for solutions [14]. However, only 60% 

of hospitals can use the incoming data and integrate it into their elec­

tronic health records. Research in [34] has shown that state and federal 

governments around the world are working to improve the healthcare 

system, its interoperability and have complementary regulations work­

ing towards a common vision. In addition, work on standardization and 

regulatory matters also affects the interoperability issue of blockchain 

technology.

The study by Shaikh et al. [133] explains interoperability in the 

healthcare sector. Blockchain technology in healthcare represents se­

cure and seamless information exchange, but its lack of interoperability 

makes it difficult. It is complicated because it consists of information 

about the patient that involves multiple stakeholders, providers, con­

sumers, and payers. The Office of the National Coordinator for Health 

Information Technology (ONC) outlined a roadmap to help people and 

organizations. In doing so, ONC called on IT stakeholders to formulate 

and develop designs and approaches to achieve the ability to share data 

without fear of information loss [42]. As a result, blockchain technology 

requires significant investment.

Lack of universal adoption of blockchain will increase the challenge 

of interoperability. There are no universal standard rules or systems 

for healthcare information because the internal mechanisms and ap­

plications are different [13]. Literature review reveals the existence of 

different methodologies from different suppliers on different platforms 

and dissimilarities among applied algorithms. Such heterogeneity also 

complicates the issue of interoperability. Therefore, it should be noted 

that there exists no standardization for the transfer of information from 

one format to another. There are different providers or platforms that 

may not be interoperable [58]. As a result, blockchain networks are not 

capable of ensuring consistency of patient information and transfer of 

records. The study in [58] explores that the three blockchain systems 

that were worked on were different, making it difficult for a person to 

access their medical record in another country.

Less attention was paid to the differences in prototypes and proofs-

of-concept. For COVID-19, this was also a challenge because the medical 

record could not be accessed if the person wanted to travel [63]. 

The systems may cause problems because there are differences in the 

smart contract functions, transaction processes, and models [67]. A 

comparison of HealthChain and Hyperledger Fabric shows that the func­

tions within the same concept are different [47]. Hyperledger uses the 

Ethereum blockchain platform, which has different internal functions 

and is distinct. Both systems manage electronic health records (EHRs) 

on different platforms. However, sharing information between one EHR 

system and the other platform is challenging [33,47,100]. Therefore, 

interoperability among blockchain networks is a significant challenge 

when it comes to sharing health related stored data.

4.2.2 . Cost

Implementing strategies to overcome interoperability or to create 

a global system for eliminating legal regulations would increase costs 

[38]. Different nations, regions, or locales have various blockchain sys­

tems that are tailored to their economic structures. As a result, the 

healthcare system is created in the same way. If adjustments were made 

to establish a single, universal system, the cost would be greater. In addi­

tion, the agreements and approvals from different agencies would create 

a complicated situation for all parties involved [48,101]. This could also 

lead to disruptions in the current healthcare system. Patients would not 

be able to wait for data to be processed and would face long waiting 

times. This would not only affect the cost but also the time. Therefore, 

cost is one of the biggest challenges of blockchain technology.

In addition, the cost of setting up a digitized system is still considered 

high even when applied to a single region. Evaluating and implement­

ing a new technology would increase costs. In addition, changing the 

technology or adding drugs to the system would mean having a dedi­

cated team for research and development [36]. The cost of processing 

the credibility of each element in the system would require significant 

investment. The healthcare system is based on the blockchain, which 

requires resource availability, upgrades, and backups. Therefore, the 

system has the problem of higher operational costs [47,67].

4.2.3 . Privacy laws

Another challenge is ensuring that blockchain technology is com­

patible with the country’s privacy laws [13]. The lack of clarity on 

compliance is a challenge that discourages healthcare organizations 

from implementing the system. The study states that work is still be­

ing done on the rules and regulations for blockchain. The organization 

needs to monitor the regulations and the system as it is still in its early 

stages. The research suggests that healthcare organizations should be 

directly involved in collecting information from local regulatory author­

ities regarding privacy laws. Policies vary among countries regarding 

the blockchain system. For example, Singapore and Switzerland use 

token systems to speed up the system [10]. On the other hand, the 

United States has different policies for different regions [10]. In [38], 

it is suggested that technology in the healthcare industry needs to work 

on blockchain policies and practices to make blockchain technology 

mainstream.

In addition, when working with blockchain technology, it is chal­

lenging when an external participant has limited information about 

regulatory requirements. Newly introduced laws and regulations have 

implications for blockchain-based healthcare systems. Multi-national 

companies operating in the healthcare industry need to be aware of legal 

developments in order to understand the healthcare related information. 

Companies need to keep abreast of regulatory developments to contin­

uously monitor them [20]. For example, if companies use a drug that 

is banned in a country, this can lead to legal issues. The challenge of 

the supplier not being part of the system can lead to legal violations. 

Therefore, navigating the legal requirements can be a problem for the 

external partner.

4.2.4 . Scalability

One of the prominent challenges of blockchain technology in smart 

healthcare systems is scalability, which hinders its popularity [70]. The 

Computer Science Review 60 (2026) 100909 

9 



Y. Zhang, S.M. Mohsin, H. Mujlid et al.

blockchain system is capable of executing multiple transactions simul­

taneously, which makes it easier for physicians to progress. In [32], it 

is mentioned that the database stores information such as profile data, 

financial information, and various other important details. Storage of 

large health data leads to data replication issues that ultimately re­

quire significant storage capacity. The large storage requirement is a 

scalability issue of blockchain technology in smart healthcare systems 

[9,48]. There are limitations in transferring large biomedical data as it 

leads to significant performance degradation [63,102]. The scalability 

challenge is directly related to processing speed. Blockchain technology 

is adversely affected by latency, which is a limiting factor for system 

scalability. Higher delays may lead to lower processing speeds [33]. 

Therefore, scalability of the blockchain applications can be problematic 

and challenging for large organizations.

4.2.5 . Security and privacy

Security and privacy are the key elements of blockchain technology 

that enable trust and improve the use of information by healthcare par­

ticipants. Blockchain technology has attracted the attention of all stake­

holders because it enables decentralized, immutable, and transparent 

data management. Several studies [18,45,72,78] have highlighted how 

blockchain nodes create a secure environment for patients, promote trust 

among participating nodes and facilitate secure information exchange. 

Blockchain technology, with its cryptographic techniques and decen­

tralized architecture, offers the potential to address privacy concerns 

by enabling secure data exchange while maintaining confidentiality for 

patients [41].

The ever-accelerating growth in IoT devices leads to the generation 

of gigantic data volumes. Due to the limited computational and mem­

ory capacity of these devices, local storage is not feasible, leading to data 

outsourcing [103]. Cloud-based data storage has rapidly gained popu­

larity in recent years. Data outsourcing to the cloud introduces security 

risks, including cloud pooling [104,105]. Patient privacy and confiden­

tiality are critical concerns, especially when sharing sensitive health 

information like cancer and HIV reports. Privacy concerns arise when 

patient records are shared with third-party service providers [103]. 

Inadequate security measures, misconfigured devices, and network vul­

nerabilities can compromise patient data privacy and confidentiality 

[106]. Additionally, cloud service providers store data from smart 

devices but may not guarantee that the received data remains unaltered.

4.2.6 . Global access to the information

Existing medical records for data sharing are not as efficient, as they 

do not provide global access to information. The study by [16] examined 

current medical records and how they are shared. A centralized system 

stores patient records. In a centralized system, data exchange may be 

simpler because manual systems were time consuming and had com­

plicated procedures. These centralized systems might be problematic in 

healthcare, where a huge number of emergencies are received every day. 

Furthermore, systems administration may be delayed owing to chang­

ing legislation, incompatible technologies, and fragmented information. 

This challenge is due to a lack of collaboration and a problematic stor­

age system. The current system makes it difficult to analyze data in real 

time to make immediate assessments and provide immediate care to the 

patient [51].

4.2.7 . Lack of recommendations for rehabilitation of patients

To provide for their care and treatment, the aging population of the 

globe has a large demand for trained healthcare professionals [107,108]. 

As a result, especially during an epidemic like COVID-19, a shortage 

of trained medical professionals might significantly increase the death 

rate. Smart medical devices have been created to track the many aspects 

of patients’ health, including glucose monitoring, Parkinson’s disease 

monitoring, and heart-rate monitoring. Additionally, remote patient 

monitoring (RPM) is now possible thanks to these devices. These tools 

do not, however, provide suggestions for immediate rehabilitative ther­

apy. These devices track, collect, and share information with medical 

specialists so they can propose more treatments, which slows down and 

stresses hospitals. Therefore, the only way to determine an accurate and 

timely course of treatment is through a brief patient evaluation.

The benefits of suggested breast cancer treatment based on machine 

learning have not been well investigated [109,110]. However, these 

intelligent wearables fall short in developing corrective methods for the 

future assessments of the collected data. Such gadgets have to incorpo­

rate advanced artificial intelligence (AI), genetic algorithms (GA), ant 

colony optimization (ACO), and simulated annealing (SA), which may 

be used for data analysis and suggestion of the optimum solution [111]. 

The use of smart devices for self-recommendation treatment may help 

patients recover more quickly and relieve hospital pressure.

4.2.8 . Resource constrained miniature healthcare devices

Patients can have microscopic-sized smart medical devices implanted 

inside them to monitor their health. These tiny gadgets often feature 

64KB to 640KB of memory, weak computational capability, and low 

battery life, all of which impact performance and require frequent 

recharging. For manufacturers and software developers, adopting ad­

vanced security solutions may be difficult due to these restrictions. In 

the event that the security of these smart devices is compromised, pa­

tients might find themselves in a number of risky scenarios. However, 

there hasn’t been a study done on the advancement of the lightweight 

cryptographic techniques discussed in [112]. There is a need for exten­

sive study to develop resource-constrained cryptography algorithms for 

smart medical devices [113,114]. These devices also need to have longer 

battery lives in order to prevent network failure [114,115].

4.2.9 . Lack of cyber professionals

The ecosystem of smart health-care consists of several intelligent im­

planted and wearable technologies that continually monitor the patients’ 

health whether they are receiving care at home or at the hospital. The 

ecosystem, however, is still in its infancy and vulnerable to several se­

curity and privacy risks. The health of patients in intensive care units 

(ICUs) must be continuously monitored. The hospital IoT network is 

particularly vulnerable to DDoS assaults and other attacks that require 

significant resources and effort to defend the systems. In the healthcare 

sector, cyberattacks have become more frequent [116]. Additionally, 

network interruptions brought on by these assaults might result in 

patient fatalities. Consequently, the hospital needs cybersecurity man­

agement specialists who can quickly restore the environment.

4.2.10 . Lack of reliable connectivity

In comparison to doctors, the number of patients worldwide is ris­

ing quickly. The lack of qualified medical professionals forces health 

care organizations to remotely check patients’ conditions. Smart gadgets 

transfer data to the cloud, where doctors may access and review the pa­

tient records. Additionally, the online telemedicine system contributes to 

the efficient and prompt delivery of medical treatments [117]. However, 

for ongoing data exchange and monitoring, these smart gadgets require a 

reliable internet connection. Patients who are in critical condition must 

remain in locations with internet access. The patient may experience a 

catastrophic scenario as a result of minor internet connection latency 

[118]. In nations with unstable connections, the idea of telemedicine 

and the monitoring of cloud-based data may be challenging. As a re­

sult, the benefits of smart healthcare may only be available to wealthy 

nations, leaving developing nations without access to them.

4.2.11 . Lack of intelligent vulnerability assessment technique

The small size and limited processing and memory capacities of 

smart gadgets make it challenging to develop cryptographic methods. 

Additionally, the varied nature of these devices makes it difficult for 

researchers to design automated vulnerability identification and re­

covery methods [119,120]. It is challenging for researchers to find 
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real-time datasets with sufficient availability for security vulnerability 

identification and prompt remediation. Similarly, the researcher faces 

a significant hurdle due to the network’s constantly changing function­

ality and the need for a single automated binary fix. The database that 

keeps track of exploits and vulnerabilities and records that structured 

data is still in its infancy.

4.2.12 . Illiterate patients

Medical equipment has a number of smart characteristics. The wear­

able smart gadget has an accelerometer, pedometer, and can track 

various activities in addition to blood pressure and heart rate. However, 

the uneducated patient may find it challenging to grasp these gadgets’ 

usage of medical terms like systolic and diastolic. It may be difficult 

to comprehend, absorb, and assess the information displayed on smart 

gadgets [121]. The developing world has a higher rate of illiteracy 

than the industrialized world [122]. Additionally, not every patient 

will be able to comprehend the terms and scales used in medicine to 

quantify the health of various bodily parts [123]. If there is no doc­

tor around to monitor the patient’s condition, it may be difficult to 

grasp medical terminology. [123]. As a result, the vendor of smart 

devices should provide a brief course-based tutorial in the patient’s 

native tongue on how to operate these gadgets. Additionally, the gad­

get should be capable of understanding urgent patient situations and 

alerting rescue services if necessary. This would facilitate efficient pan­

demic management. The current Covid-19 epidemic has had an impact 

on several nations in terms of the lack of awareness and early illness

diagnosis.

4.2.13 . Heterogeneous data format

Data management presents a number of issues due to the heteroge­

neous format of data originating from wearable or implanted sensors. 

These gadgets function differently for various bodily areas and gather 

data in various formats. Diverse smart medical devices have diverse 

ranges, natures, volumes, and rates [124]. For examples the data from 

Electro Cardio Graphic (ECG) devices may be recorded in XML format 

which may differ from other data recordings. The evaluation of the pa­

tient’s health is delayed as a result of the collection and processing of 

heterogeneous data, which presents major data management challenges. 

However, there is a framework that gathers data from all wearable 

or implanted devices and then categorizes the acquired data to pro­

vide a single report. Practitioners have worked in a variety of fields to 

accomplish data protocols [125].

For the physicians to analyze the overall health of the body, all the 

devices must report the gathered data through a unified interface. This 

can aid in the doctor’s medication recommendation. In the past, a patient 

would just mention one illness, and the doctor would then prescribe the 

appropriate medication. There are a number of negative consequences 

this technique has on patient health. In contrast, if the system displays 

the health state of every body part to the doctor, this may help the doc­

tor comprehend the patient’s overall health and administer medication 

without causing negative side effects on other body parts.

4.2.14 . Education and training

Healthcare professionals and IT staff must be trained on the technol­

ogy in order to effectively use and maintain healthcare systems built 

on blockchain technology [41]. Research should explore possibilities 

for education and training to narrow the knowledge gap. One of the 

IoT industry’s fastest-growing ecosystems, with healthcare gadgets ex­

pected to reach 176 billion by 2026, is the IoT market. The use of these 

smart gadgets in hospitals, particularly in the intensive care unit (ICU), 

offers both patients and medical professionals a number of opportuni­

ties. The management of this ecosystem requires a skilled IT staff due to 

the complexity of these devices and the heterogeneous network archi­

tecture [126]. The adoption and assessment of these smart devices can 

be supported by a sizable pool of competent IT professionals who have 

a thorough understanding of the patient and the healthcare system. A 

little carelessness when using these gadgets might have a major nega­

tive impact on the health of the patient. Additionally, a lack of highly 

skilled IT professionals in the medical industry may lead to poor pur­

chases of these smart gadgets. Therefore, before putting these gadgets 

into use and testing them, the operational team members need to be

trained.

4.2.15 . User identity management

Healthcare systems need to ensure reliable and secure manage­

ment of patient identification [21,127]. To authenticate patient IDs on 

the blockchain without compromising privacy, research is needed to 

develop trusted and accessible techniques [128].

4.2.16 . Long-term data storage and availability

Healthcare-related data must be stored securely and long-term. 

Exploring techniques to maintain data integrity and ensure its avail­

ability on the blockchain over extended periods of time still requires 

research [129].

4.2.17 . User experience and adoption

A number of parties, including patients, healthcare professionals, 

insurers, and regulators, need to work together to adopt blockchain 

technology in the healthcare industry [14]. Strategies to drive user adop­

tion and provide a frictionless user experience should be the subject of 

research.

4.2.18 . Energy consumption of blockchain based healthcare system

Proof-of-work (PoW) based blockchain networks like Bitcoin are 

known to consume a lot of energy [130]. Developing consensus mech­

anisms that are acceptable for medical applications should be the main 

goal of research.

4.2.19 . Green blockchain

Fossil fuel based energy generation leads to higher carbon emissions 

that is in turn an environmental challenge. The use of renewable energy 

to power the blockchain based healthcare system is another research 

area to be focused on [131].

4.2.20 . Automation via smart contracts

Smart contracts can automate and streamline a number of healthcare 

procedures, but their complexity and irreversibility require careful plan­

ning and testing [132]. Research is needed to create reliable and secure 

smart contracts that accurately execute healthcare agreements without 

unintended consequences. A brief strengths, weaknesses, opportunities 

and threats (SWOT) analysis of blockchain implementation in the smart 

healthcare system is shown in Fig. 5.

Fig. 5. SWOT analysis of blockchain implementation in smart healthcare system.
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5 . Proposed trust-automation-interoperability (TAI) synergy 

framework

Although prior studies have thoroughly examined the individ­

ual advantages and limitations of blockchain and artificial intelli­

gence in healthcare, they largely fall short of explaining the value 

that emerges when these technologies are combined as elements 

of a broader ecosystem. To address this gap, this study introduces 

the Trust–Automation–Interoperability (TAI) Framework, a conceptual 

model intended to guide the design, analysis, and deployment of AI-

enabled blockchain solutions for smart healthcare. The framework is 

grounded in the premise that a robust and sustainable digital health 

ecosystem can only be achieved by jointly strengthening three funda­

mental dimensions: trust, automation, and interoperability.

5.1 . Trust

Trust represents the confidence that healthcare data and system 

processes are reliable, secure, private, and open to verification. In 

this context, blockchain plays a foundational role by ensuring that 

records cannot be altered, data exchanges are cryptographically pro­

tected, and all activities are transparently logged through decentralized 

consensus mechanisms. Artificial intelligence further reinforces trust by 

making system decisions more understandable through explainable AI 

and by continuously monitoring the system to identify security threats 

or unusual behavior. Together, these capabilities help answer a central 

concern in smart healthcare: how to reliably safeguard sensitive data, en­

sure fairness in automated decisions, and build lasting confidence among 

patients, healthcare professionals, and regulatory authorities.

5.2 . Automation

Automation reflects the system’s ability to carry out tasks, enforce 

rules, and generate meaningful insights with little or no human inter­

vention. Blockchain supports this capability through smart contracts 

that automatically execute predefined actions, such as processing in­

surance claims, managing patient consent, and verifying healthcare 

supply chains in a secure and reliable manner. At the same time, 

artificial intelligence strengthens automation by enabling predictive 

analytics, streamlining routine administrative work through robotic pro­

cess automation, and assisting clinicians with intelligent diagnostic and 

decision-support tools. Together, these technologies help reduce admin­

istrative overhead, speed up clinical and operational workflows, and 

shift healthcare delivery toward more proactive, data-driven care.

5.3 . Interoperability

Interoperability refers to the capacity of different healthcare sys­

tems, devices, and organizations to seamlessly share, understand, and 

use data in a meaningful way. Blockchain contributes to this goal by 

providing a standardized and shared ledger that acts as a trusted sin­

gle source of truth, enabling secure data exchange across institutional 

and organizational boundaries. Artificial intelligence further enhances 

interoperability by using natural language processing (NLP) to ex­

tract insights from unstructured clinical notes and machine learning 

techniques to align diverse data formats with common standards and 

ontologies. Together, these capabilities address a fundamental challenge 

in healthcare by breaking down data silos, supporting comprehensive 

and longitudinal patient records, and enabling more coordinated and 

continuous care.

The strength of the TAI Framework lies in the close interconnection 

of its three dimensions, where progress in one area naturally reinforces 

the others. Trust serves as the foundation for automation, as confidence 

in data integrity and the security of smart contracts is essential before au­

tomated clinical and administrative processes can be widely adopted. In 

turn, automation supports interoperability by enabling automated data 

harmonization and smart contract–based data-sharing mechanisms that 

help overcome technical and organizational barriers. Interoperability 

then feeds back into trust by ensuring access to complete and consis­

tent data, which is critical for training reliable and unbiased AI models 

and for maintaining accurate, longitudinal patient records. An effec­

tive AI-blockchain healthcare system therefore operates in the central 

“synergy zone” of the TAI model, where trust, automation, and interop­

erability evolve together. In contrast, many existing solutions focus on 

only one dimension, e.g., blockchain-based supply chain systems that 

achieve strong trust guarantees but fall short in AI-driven automation or 

broad interoperability.

To capture the relationship among these dimensions, this 

study adopts the Trust–Automation–Interoperability (TAI) Synergy 

Framework (Fig. 6). The model offers a straightforward way to un­

derstand how different healthcare solutions, ranging from traditional 

information systems to AI-enabled blockchain platforms, align with or 

Fig. 6. Trust-Automation-Interoperability (TAI) Synergy Framework illustrating a balance among trust, automation, and interoperability.
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fall short of the balance needed for reliable smart healthcare delivery. 

By positioning various system scenarios within a triangular space, 

the framework illustrates how robust trust mechanisms, intelligent 

automation, and seamless data exchange must reinforce one another to 

achieve a resilient and trustworthy health ecosystem.

In this context, blockchain contributes verifiable data integrity 

and transparent access control, while AI supports intelligent 

decision-making, workflow automation, and predictive capabili­

ties. Interoperability binds these strengths together by ensuring that 

data, once secured and processed, can be meaningfully shared across 

institutions. The synergy zone represents the point where these three 

qualities are well aligned, reflecting the kind of system maturity 

envisioned in emerging healthcare architectures.

The conceptual arrangement of trust, automation, and interoperabil­

ity is illustrated in Fig. 6, which outlines how varying levels of maturity 

and integration shape the effectiveness of AI-enabled blockchain sys­

tems in healthcare. The synergy zone represents the optimal intersection 

where AI-enabled blockchain solutions can support secure, automated, 

and smoothly interconnected healthcare workflows.

An illustrative example of our proposed TAI Framework in prac­

tice is an AI-augmented telemedicine platform. In such a system, trust 

is established by using blockchain to securely record video consul­

tations and patient vital data, while explainable AI helps physicians 

understand and confidently act on AI-generated diagnostic recom­

mendations. Automation is achieved through smart contracts that 

manage appointment scheduling and payments, alongside AI-based 

triage systems that prioritize patients by analyzing reported symp­

toms. Interoperability is addressed by adopting Health Level Seven 

Fast Healthcare Interoperability Resources (HL7 FHIR) standards, with 

blockchain oracles enabling the secure retrieval of patient histories from 

hospital electronic health record (EHR) systems. From a TAI perspective, 

this platform is highly effective when trust, automation, and interoper­

ability are fully integrated; however, its impact is significantly reduced 

if it functions as an isolated application that lacks meaningful data 

exchange with the broader healthcare ecosystem.

Another practical application of our proposed TAI Framework can 

be seen in clinical trial data management. In this setting, blockchain 

establishes trust by immutably recording trial protocols, patient con­

sent, and outcome data, thereby reducing the risk of data tampering and 

research fraud. Automation is introduced through AI systems that con­

tinuously monitor trial data to detect early safety concerns or emerging 

efficacy signals, while smart contracts automatically release payments 

to trial sites once predefined milestones are verified. Interoperability 

is achieved by integrating data from multiple electronic data capture 

(EDC) platforms and wearable sensors into a single, unified trial ledger. 

From a TAI standpoint, this use case clearly demonstrates how the com­

bination of automation and trust, supported by interoperable data flows, 

addresses longstanding challenges in clinical research.

6 . Limitations

While this study offers a broad overview of current work in the field, 

it still faces a few limitations. Much of the available literature is based on 

early-stage models, small pilot projects, or controlled test settings, which 

do not always reflect the complexities of real healthcare environments. 

Differences in regulations, data practices, and system compatibility be­

tween countries also make it difficult to apply the findings universally. 

Because AI and blockchain continue to develop at a fast pace, some ob­

servations may change as newer methods and tools appear. These points 

show that more real-world testing, collaboration across healthcare insti­

tutions, and longer-term studies are needed to build a clearer picture of 

how these systems will perform at scale.

7 . Conclusion

Drawing on the preceding discussions, this study highlights the role 

of blockchain in enhancing smart healthcare systems by improving 

data security, privacy, transparency, and decision-making processes. 

The review of state-of-the-art literature reveals both the benefits and 

limitations of blockchain adoption, including stronger data integrity, 

reduced human error, and cost efficiency, alongside challenges such 

as interoperability, regulatory uncertainty, patient identity manage­

ment, implementation costs, and global accessibility. By analyzing these 

factors, the study provides a clear overview of current applications, 

identifies key obstacles, and suggests directions for future research and 

practical deployment. Overall, this work demonstrates how blockchain 

can support more reliable, efficient, and trustworthy healthcare infras­

tructures while offering a foundation for addressing remaining technical, 

operational, and regulatory challenges.

8 . Future implications

The study highlights potential future directions and implications 

for both research and practical applications, showing how AI and 

blockchain can continue to enhance healthcare systems. Looking ahead, 

these technologies could support healthcare networks that are se­

cure, automated, and interoperable, enabling real-time patient moni­

toring, early diagnostics, and more personalized treatment pathways. 

Blockchain can ensure that medical records remain tamper-proof and 

transparent, while AI can interpret large and complex healthcare 

datasets to support more accurate decision-making and better resource 

allocation.

Integrating AI explainability will make AI-driven insights clearer 

and more trustworthy for clinicians and patients, ensuring that auto­

mated recommendations can be understood and validated. In addition, 

the emergence of federated blockchain models offers a way to maintain 

strong data privacy while still enabling collaborative analytics across 

multiple healthcare institutions.

These advancements can also encourage greener healthcare practices 

by reducing paper-based processes, minimizing unnecessary hospital vis­

its, and improving the energy efficiency of digital platforms. Moreover, 

they can strengthen telemedicine services, simplify administrative work­

flows, and enhance patient privacy and consent management. As 

standards, scalability approaches, and regulatory frameworks evolve, 

AI-enabled blockchain solutions have the potential to become the foun­

dation of resilient, reliable, efficient, and environmentally sustainable 

smart healthcare infrastructures.
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